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Introduction

This document shows how to install and use FortiConverter™ 4.3.

FortiConverter is designed to make it easy to migrate your network to Fortinet network security
solutions, significantly reducing workload and minimizing errors. FortiConverter translates
configuration files from other vendors’ firewall products into a valid FortiGate or FortiManager
configuration file. Because the output uses command line syntax, it can either be uploaded as
a configuration file or piped to the CLI.

For additional documentation, please visit:

http://help.fortinet.com/fconverter.html

Supported vendors & configuration objects

FortiConverter can translate the following configurations from the following platforms.

Some parts of the configuration may not be translatable by software due to dependencies or
syntax that does not exactly correspond. If so, you must manually convert these parts,
deciding how your new system will behave.

If objects exceed the maximum valid length for FortiGate or FortiManager, those objects will
be trimmed.

Fortinet

Vendor Models Versions Convertible Objects

Check Smart NG FP1 (4.) to NGX Interfaces (Physical, Logical,

Point Center R64/R71/R75/R76 Loopback, PPPoE)
Provider-1 Addresses & Address Groups

Static Routes

Services & Service Groups
Policies (rulebases.fws)
Schedules

Rules

NAT (Automatic & Rule)
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VPN (IPSec)

Local Users & Groups
RADIUS, TACACS+, & LDAP
Negate Cell

Cisco

PIX
ASA
FWSM

4.x to 8.x

10S

10.x to 12.x
15.x

Interfaces (Physical, Logical,
Loopback, PPPoE, Tunnel)

Addresses & Address Groups
DHCP Servers

DNS Servers

Static Routes

Services & Service Groups
Time Ranges

ACLs

NAT (including Object NAT and
Double NAT)

IP Pools

VPN (IPSec, PPTP/L2TP, EZVPN)
Local Users & Groups

RADIUS, TACACS+, & LDAP

Juniper

SSG

ScreenOS/JunOS 5.x to 6.x

Interfaces (Physical, Logical,
Loopback, PPPoE, Tunnel)

Zone

Addresses & Address Groups &
FQDNs

DHCP Servers & Client & Relay
Static Routes

Services & Service Groups
Policies

VIPs/MIPs

NAT

IP Pools

VPN (IPSec, PPTP/L2TP)
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Local Users & Groups

RADIUS & LDAP

SRX JunOS 10.x, 11.x, 12.x Interfaces (Physical, Logical,
Loopback, PPPoE, Tunnel)
Zone
Addresses & Address Groups &
FQDNs

DHCP Servers & Client & Relay
Static Routes

Services & Service Groups
Policies

VIPs/MIPs

NAT

IP Pools

VPN (IPSec, PPTP/L2TP)

Local Users & Groups

RADIUS & LDAP

SonicWall | NSA SonicOS Enhanced 5.x Interfaces (Physical, Logical,
Serials Loopback, PPPoE)

Zone

Addresses & Address Groups &
FQDNs

DHCP Servers & Client & Relay
Static Routes

Services & Service Groups
Schedules

Policies

NAT

Local Users & Groups
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Licensing

Without license activation, FortiConverter functionality will be limited by a free license:
e fine-tuning will not be available

e conversion output will be limited to 100 lines of CLI configuration (the full conversion
will be viewable, but will not exist in the configuration output)

e SonicWall conversion will not be supported

If you have purchased and uploaded a license, FortiConverter will be unlocked and those
limitations removed. Your paid license entitles you to all new versions of FortiConverter that
are released until the license expires.

System requirements

To install FortiConverter, you must have a computer with one of the following operating
systems:

e Microsoft Windows 8 (32-bit or 64-bit)

e Microsoft Windows 7 (32-bit or 64-bit)

e Microsoft Windows Vista (32-bit or 64-bit)
e Microsoft Windows XP (32-bit)

Your computer also must have .NET Framework 4.0 installed. If it does not, the installer will
prompt you to download and install it first.

A web browser is required to view conversion reports.

Enabling visual effects (Aero) in Windows 7 or Windows 8

Without Aero effects, many premium user interface (Ul) visual experiences such as windows
with translucent glass effects and new windows colors won’t appear on FortiConverter.

To display Aero effects in Windows 7

1. Calculate your Windows Experience Index to verify that your computer’s hardware is
capable of supporting Aero.

2. Click the Start Menu to open it
3. Type the following text into the Start Menu search box:

Aero

4. In the Control Panel group, click Find and fix problems with transparency and other visual
effects.
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If that option does not appear in the search results, click Control Panel to see all Aero-
related items in the Control Panel.

Control Panel (7)

l! Change window colors and metrics

'“1_' Change the theme

ﬂ‘_’ Get more thermes online

ﬂ; Change window glass colors

E Enable or disable transparent glass on windows

HL.: Persocnalize your computer

|E_Eﬂddﬂ.d_fix_uﬁﬂ}h:ns_mﬂth_ﬂaumarency and other visual effects

Files Open

Open file location

5. An Aero - Troubleshoot computer problems wizard dialog will appear. Click Next.

Send Feedback i

| & Aero
=4
Troubleshoot computer problems

%' Aero

Display Aero effects such as transparency.

| Publishver: Microsoft Corporation
Read the privacy statemant online
|

Advenced

[ Concel |

6. The troubleshooting wizard will try to detect any problem in various components required
by Aero, such as video memory, the Desktop Window Manager (DWM) service, color depth,
theme, power settings, etc. When the analysis is complete, the wizard will attempt to fix the
issues, and then restart Aero.
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If there are still items that are marked with a red X (problems that prevent Aero from
functioning properly), fix the issues, then rerun the Find and fix problems with transparency

and other visual effects troubleshooting wizard again.

Send Firedbnck; (BE
u i . 8 s S -
Troubleshooting could not identify the problem
You can try explering other options that might be helpful,
| #+ Explore additional options
* Close the troubleshooter
i
I Problems checked that were not found -
The current therne doesn't support Aerg Checked B
Desktop Window Manager is disabled Checked y
Wideo card doesn't support required display settings Checked v 4
Color depth i st boo low Checked v L
Viewr detatled mdformation
I
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What’s new

Fortinet

Added progress messages to enable you to track the progress of large conversions

Added tool tips to conveniently display details while hovering your mouse over a NAT
object

Tabs now split NAT fine-tuning by NAT type so that you can easily focus on fine-tuning
each NAT object type (for example, the Dynamic NAT tab will appear only if your
previous firewall vendor/model supported DNAT, and that tab will show only DNAT
objects; in FortiConverter 4.2, DNAT objects etc. were interspersed in the list of all NAT
objects)

For migrations from Check Point:
o Support for Provider-1 models and MDS input

o Support for partial or complete MDS conversion (select which modules,
domains, global policy collections, and/or domain policy collections you want
to convert)

o Report showing objects that could not be converted
For migrations from Cisco:
o Support for object NAT and double NAT on ASA platforms

o Report showing objects that could not be converted
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Installation

Fortinet

You can download the FortiConverter installer from Fortinet Technical Support’s web site,

https://support.fortinet.com .
To install FortiConverter
1. Double-click the FortiConverter installer executable (.exe).

FortiConverter.exe - .NET Framework Initialization Error
e

@®% To run this application, you first must install one of the following

I'-\_. w versions of the MET Framework:
METFramework, Version=vd.0

now?

Would you like to downlead and install METFramewark Version=v4.0

If your computer does not have the required Microsoft .NET Framework 4.0, you will be
prompted to install it before the installer will launch. Download it from Microsoft’s web site.
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« > ‘D dotnetsocial.cloudapp.net/GetDotnet?ol=NETFramewark Version=v4.0 'ﬁg‘| »| =

(l_-_ Get the MET Framework  x '\

Get your app working! NﬁmE”f

It's easy.

Translate this page

e

Microsoft® Translator <>

If you are a developer, you should visit this blog post to find the correct NET Framework version to install.

Otherwise, the beginning of the installer should appear.

2. Read the license agreement. If you agree to the terms, mark the / accept the terms of the
License Agreement check box, then click Next.

3. If you want to install in a different location, click Browse and select the directory. Otherwise,
click Next.

4. Select the Start Menu folder in which you would like to create the program’s shortcuts, then
click Install.

5. Click Finish to exit the FortiConverter installer.
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Uploading the license

After installation, FortiConverter initially has a restricted but free license. If you have purchased
an unrestricted license, upload it to unlock additional capabilities.

To activate the license

1. Start FortiConverter.

=

&

FortiConvert

=1

2. Click the System Setting square.

Opening Soon

Start Juniper to FortiGate

SONICWALL

Start Sonicwall to Fortigate System Setting
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3. Click the License tab.
4. Copy the contents of the Machine Code field.

£.2 FortiCOMVERTER v4.3 -0 %

[l Gotghome K Gota help [5] Exit

Maching Code : I BQINAVNERC - ASRRR- ITNDE-LEAA ]

Licens File : [SAT— ' Documents FortiC onverter cenie e Salect

i ]

5. Start a web browser and go to the Fortinet Technical Support web site:
https://support.fortinet.com/
Enter your machine code to activate and download your FortiConverter license (.lic file).
6. Return to FortiConverter. Click the Select button to locate the .lic file, then click Activate.

FortiConverter will validate the license file. If it is valid, Activation Status will change from
Free to Activated. Your license will be valid for all FortiConverter software updates released
until the date in the Expire Date field.

£.2 FortiCOMVERTER v4.3 -0 %

ElGotehome [l Goto help 5] Exit

Agthation St : Aeteated

Support Expie Date: 2006-1211

Agsation Duta :

Machine Code : BQANN-VNEFC-A4RBR-ITNDE-LEAA
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Conversion

After inputting your previous vendor’s configuration files, you can fine-tune the conversion
before outputting your new FortiGate or FortiManager configuration file.

Downloading configuration files that you want to convert

First, download your existing configuration to your computer where FortiConverter is installed.

Procedures vary by vendor. Some vendors divide the configuration into multiple files, so make
sure to download all files.

Check Point

To get the configuration, you must download 3 or 4 files:

o Object definitions— ‘objects_5_0.c’ (Check Point NG/NGX) or 'objects.c' (Check Point 4.x)
contains the firewall’s object definitions. If converting from Platform-1, ‘mcss.c’ contains
the MDS hierarchy files.

e Policy and rule definitions— *.w’ or ‘rulebases_5_0.fws’ The file name is <rule>.W
(default Standard.W). or rulebases_5 0.fws . You can get them from the directory
"[SmartCenter]\fwl\conf\".

¢ Route information — Helps FortiConverter to correctly interpret the network topology
being converted. To get this data, enter the route print command, then copy and paste
the output into a plain text file. Codes in the output indicate if it is a directly connected
interface, a host route, a network route, and so forth. The output varies by the platform.

e User and user groups file — fwauth.NDBXx

Cisco

To get the configuration, enter the show running-config command, then copy and paste
the output into a plain text file.

Juniper

To get the configuration, use either the web Ul (go to Configuration > Update > ConfigFile) or
CLI (enter the get conf command, then copy and paste the output to a plain text file).
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SonicWALL

To download the configuration (*.exp file), use the web Ul and go to System > Settings >
Export Settings.

Using the conversion wizard

FortiConverter guides you to automatically migrate as much as possible of the configuration.
At that point, you can optionally manually fine-tune the results before exporting the final
FortiGate or FortiManager configuration file.

Steps below show a conversion from a Check Point firewall. Conversions from other vendors
firewalls are usually similar. If using a Check Point Provider-1, however, follow Using the
conversion wizard with Check Point Provider-1 files instead.

To return to any previous step in the wizard, click its name in the panel on the left side.
To migrate your configuration

1. Start FortiConverter, then click on your prior vendor’s square.

£°% FortiCONVERTER v4.2

i
CISCO

Start Cisco to FortiGate Check Point to FortiGate

FERATINET

Start Juniper to FortiGate Fortigate to Fortigate

Sonicwall to Fortigate Expecting System Setting
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Fortinet

2. Choose your Start Options, such as your old firewall or centralized management model,
FortiGate or FortiManager output, whether or not to discard unreferenced objects and
comments, and the directory where you want output files to be saved.

Goto home

Start Options

Goto help

FortiCONVERTER v4.3

Exit

Model

SmartCenter @ Provider-1

Output Format

FortiGate @ FortiManager

Qutput 05 Version

vix @ vix

Conversion Option
| Discard unreferenced firewall objects

Convert 'Day in Month' to 'One Time Schedule’ for next |1

Qutput Directory

Ci\Users\username\Documents\FortiConverterQutput|

| Set policy comment with source config line

CheckPoint | | Demo

Browse...

s

You can also define how to handle the “Day in Month” setting on Check Point firewalls.
Check Point firewalls have a time object that specifies days of the month, but this does not
exist on FortiGate. As a closest equivalent functionality, by default, FortiConverter will
create FortiGate one-time use schedules for 1 year; each specify a date. You can adjust the
number of one-time schedules that FortiConverter will create if you want to make schedules
for 2 years or more, or if you do not want any schedules to be created. When you are ready,

click Next.
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3. Load your previously downloaded configuration files, then click Next.

E°% FortiCONVERTER v4.2

] Goto home [ Goto help | [E] Exit CheckPoint | Demo

Start Options
Please select the domains which you want te convert and input config files:
Demain Source Configuration - [4] SmartCenter
E}- Object Defination File (objects_5_0.C)

ction Selection
b= Browse...

£} Policy Information File (Standard.W or rulebases_5_0.fws)

Firewall Selection

Browse...

Physical Interface Mapping O- [Optional] User and User Groups File (fwauth.NDB)

Browse...

Route Information

Conversion Result

3. If you have more than one collection of policies, select one to convert, then click Next.
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4. If you are migrating from Check Point, select which firewall model that you have. (Check
Point may store multiple firewalls in the object definition file. If only one was contained in
the configuration file that you loaded, you may not need to select anything.) Also select
which policy package you would like to convert — you can select one or many. When you

are done, click Next.

"% FortiCONVERTER v42

[ Goto home [F) Goto help | [Ed Exit

CheckPoint Demo

[

(}) Domain Source Configuration

n Policy Collection Selection
E Firewall Selection

Please select the firewall which vou want to convert:

@ In_Ext_GWs_ADC () In_Ext_GWs_CNJ @ In_Int_GWs_ADC ol
) In_Int_GWs_CNJ () fwladcdd5 @ fwladcd0s

@ fwladed07 @ fwladcd08 @) fwlenjd05 1
) fwlcnjd06 @ fwlenjd07 ) fwlenjd08

© fwlenjd19

[Optionall Please upload route file for selected firewall (use the "netstat -nr" or other command to get the information):

‘ | | | Browse... ‘ ‘
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5. Specify the new names that your network interfaces on Check Point / Cisco / Juniper/
SonicWALL will have on your new FortiGate firewall.

amm - - 0 x
=_= FortiCONVERTER v4.2
7] Goto home [ Goto help | [E] Exit CheckPoint  Demo
v — . Physical Interface Mapping
5‘3"‘°P"°“ Please clickthe ‘7
‘}J Dormain Source Configuration Name P Netmask Alias Status FG Port
sthdcl 1045.46.3 255 255 255 248 wp intemal
EPD“(Y Collection Selection eth-s1p2c2 206.210.15 245 255 255 255 128 up wan’
eths1pled 206210.17.37 255 255 255 192 up 2
E el sz zE i ethsTpZel 206:210.19.248 255.255.255.0 w wan1
=11 || Physical Interface Mapping
Route Information
Conversion Result
T
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5. If there are logical interfaces such as VLANs or loopback interfaces defined in the
configuration that you are converting, verify their conversion. To correctly interpret the
direction of rules and interface, add routing information. (Temporary routes will not be part
of the final configuration.)

27 FortiCONVERTER v42 - B
[ Goto home [ Goto help | [E Exit CheckPoint | Demo

Start Options Route Information -
Metwork Metmask Gateway Interface
(’) Domain Source Configuration 0000 0000 206.210.19.249 eths1p2c0
ﬂpun(ycﬂumim S 10222320 255.255.240.0 192.168.116.17 eths2p1c0
10.222.48.0 255.255.240.0 192.168.116.27 eths2p1c0
E Eirewall Selection 10.0.00 255000 192.168.113.65 eths2p2c0
137.199.740 255.255.255.0 192.168.113.65 ehs2p2c0
Physical Interface Mapping 137.198.75.0 205.255.2865.0 192.168.113.65 ethsZp2cl
137.199.840 255 255 2550 192.168.113 65 eth-s2p2c0
ER"“‘eI""’m"ﬂ" 137.199.85.0 255,255 2550 192.168.113.65 etha2p2cl
) 147.249.149 195 255 255 255 255 192.168 11365 eths2p2c0
Fonesen et 147.249.149.196 255 265 255 255 192.168.113.65 eths2p2c0
160.254.200.22 255.255.255.255 192.168.11365 eths2p2c0
160.254.200.146 255.255.255.255 192.168.11365 eths2p2c0
17040.117.26 255.255.255.255 192.168.113.65 eths2p2c0
17040.113.26 255.255.255.255 192.168.113.65 eths2p2c0
1721600 25524000 192.168.113 65 eth-s2p2c0
1921681150 255 255 2550 192.168.11373 eths2p2c0
192.168.0.0 25525500 192.168 113 65 eths2p2c0
198.200.157.0 255.255.255.0 192.168.113.65 eths2p2c0

207 141 720 A8 PRA IRK 5K IR 192 1A% 111 A5 eths?n2e0 -

L= [ = | [=]
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6. If you are converting Cisco IPSec Phase 1 and Phase 2 definitions, these cannot be
automatically converted. Enter them manually, then click Next.

] Goto home [£) Goto help [ Preference | [E] Exit Cisco  [v] Der
VPN Phase2
Source Configuration Selection Please click the ‘7"
Physical Interface Mapping Name Priority Dynamic Peer Interface IKE Phasel
test 10 172 16.2. 100 outside ;ﬂ -
E %Lan and Loopback test 11 172, 16.2. 101 cutzide pre-share
rea~sig

E Route Information
E VPN Ph

7. Review the results of the conversion using reports. Fine-tune if necessary.

22
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Using the conversion wizard with Check Point Provider-1 files

Fortinet

To migrate your configuration
1. Start FortiConverter, then click on the Check Point to FortiGate square.

Conversion from a Check Point Provider-1 is different from most other configuration
conversions.

E°5 FortiCONVERTER v4.2

cisco P )

Start Cisco to FortiGate Check Point to FortiGate
—————————

niper F:RTINET

Start Juniper to FortiGate Fortigate to Fortigate

SONICWALL>

Start Sonicwall to Fortigate Expecting

Opening Soon

Expecting

System Setting

23
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2. Choose your Start Options, such as your old firewall or centralized management model,
FortiGate or FortiManager output, whether or not to discard unreferenced objects and
comments, and the directory where you want output files to be saved.

Goto home

Start Options

Goto help

FortiCONVERTER v4.3

Exit

Model

SmartCenter @ Provider-1

Output Format

FortiGate @ FortiManager

Qutput 05 Version

vix @ vix

Conversion Option
| Discard unreferenced firewall objects

Convert 'Day in Month' to 'One Time Schedule’ for next |1

Qutput Directory

Ci\Users\username\Documents\FortiConverterQutput|

| Set policy comment with source config line

CheckPoint | | Demo

Browse...

s

You can also define how to handle the “Day in Month” setting on Check Point firewalls.
Check Point firewalls have a time object that specifies days of the month, but this does not
exist on FortiGate. As a closest equivalent functionality, by default, FortiConverter will
create FortiGate one-time use schedules for 1 year; each specify a date. You can adjust the
number of one-time schedules that FortiConverter will create if you want to make schedules
for 2 years or more, or if you do not want any schedules to be created. When you are ready,

click Next.

24

FortiConverter™ 4.3 User Guide



3. Load your previously downloaded configuration files, then click Next.

Because MDS files can be very large, a progress indicator will appear if it may take more
than a few seconds to load your file.

- - 0O x
FortiCONVERTER v4.3
[ Goto home  []] Goto help | [5] Exit i CheckPoint | Demo
o — -
Start Options _ -
Hierarchy Definition Files
MDS Source Configuration MDS Definition File (mdss.c ) [e.g. ~\mds\opt\CPmds-R7 6\confimdsdb\mdss.c]
‘El\f(UﬂV\thHk\GUI\FDftlcDI’]VEftEI’GU]\FDI’tICDI’]VEftEI’GU]\bII’]\DEbUg\dEI’T\D\Cppl’UVIdEf-l\ﬂ'| Browse...

MDS Selection
MDS Cbject File(objects_5_0.c) [e.g. ~\mds\opt\CPmds-R76\confimdsdbiobjects_5 0.c]
Global Palicy Collection Selection ‘E:\fmnv\trunk\GUl\FnrtiCnnverterGUl\FnrtiCnnverterGUl\hin\Dehug\demD\CPvaider—l\r’r| Browse...

Domain Source Configuration

Global Policy Definition Files

Policy Collection Selection
Global Policy ObjectFile (objects_5_0.c) [e.g. ~\mds\opt\CPmds-R76\confiobjects_5_0.c]
Conversion Result ‘El\f(UﬂV\thHk\GUI\FDftlcDI’]VEftEI’GU]\FDI’tICDI’]VEftEI’GU]\bII’]\DEbUg\dEI’T\D\Cppl’UVIdEf-l\ﬂ'| Browse...

Global Policy Rulebase File (rulebases_5_0.fws) [e.g. ~\mds\opf\CPmds-R76\conf\rulebases_3_0.fws]

‘ EMfeonvitrunk\GUI\FortiConverterGUN\FortiConverterGUN bin'\Debughdemo\CPProvid er-l\r’v’| Browse..,

Global Policy Assignment File [ e.g. ~\mds\opt\CPmds-R76%confimdsdb\customer.C]

EMfeonvitrunk\GUI\FortiConverterGUN\FortiConverterGUNbin'\Debughdemo\CPProvider-1rr Browse..,
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2.% FortiCONVERTER v4.3

4. Select which component in the MDS file to convert, then click Next.

] Goto home £ Goto help | = Exit

CheckPoint | Demo

Start Options

MDS Source Configuration

@ MDS Selection

Domain Source Configuration

Policy Collection Selection

Conversion Result

Please select the MDS which you want to convert:
@ Management-Server-Logs (©) Management-Serverl

() Management-Server3

(©) Management-Server2 H

= FortiCONVERTER v4.3

5. Select which collections of global policies to convert, then click Next.

) Goto home [ Goto help | [E3 Exit

CheckPoint | Demao

Start Options

Please select the policy collections which vou want to convert:

MDS Source Configuration Standard_Global Policy "Simple_Global_Poliecy”
MMDS Selection
G\oba\ Palicy Collection Selection
Domain Source Configuration
Policy Collection Selection
Conversion Result
26 FortiConverter™ 4.3 User Guide
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FortiCONVERTER v4.3

6. Select which domains to convert, then click Next.

] Goto home £ Goto help | = Exit

i CheckPoint +|Demo

Start Options

MDS Source Configuration

@ MDS Selection
G\Dba\ Policy Collection Selection
Domain Source Cenfiguration

Policy Collection Selection

Conversion Result

Please select the domains which you want to convert and input config files:
B [#] SmartCenter
- Object Defination File (objects_5_0.C)
| demah\CPProvider-1\mds\opt\CPmds-R76%customers\domain-1_Management_Server\CPsuite- RTﬁ\f‘w]| Browse...

E" Policy Information File (Standard W or rulebases_5_0.fws)
|demD\CPmedEr—l\mds\ﬂpt\CPmds—R?ﬁ\custnmars\dnma\n—1_Management_SeNer\CPsuite—RTﬁ\f‘w]| Browse...

=] [Cpticnal] User and User Groups File (fwauth.NDB)

| | Browse...

FortiCONVERTER v4.3

7. Select which policies to convert from the previously selected domains, then click Next.

- 0O x

) Goto home [ Goto help | [E3 Exit

iCheckPol'm | Dema

Start Options

MDS Source Configuration

@ MDS Selection
G\uba\ Palicy Collection Selection
Domain Source Cenfiguration

a Palicy Coellection Selection

Conversion Result

Please select the policy collections which you want to convert:

1 SmartCenter
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8. Review the results of the conversion using reports. Fine-tune if necessary.

FortiCONVERTER v4.3

] Goto home £ Goto help | = Exit

CheckPoint | Demo

Start Options

MDS Source Configuration

@ MDS Selection
G\Dba\ Policy Collection Selection

(’J’ Domain Source Cenfiguration

a Policy Collection Selection
m Conversion Result

Type Message Item Number -
Mode Checkpoint [Global] Address 0 I
Qutput Format FMGR [Global] Address Group 0
[Global] wIP 0
[Global] 1PPocl 0
[Global] Service 0
[Global] Service Group 0 -
[ Attention
MDS Incomplete domain node enter_._,_Telco-INC -
MDS Incomplete domain node LogServer For Telco-INC_._._Telco-INC I
MDS Incomplete domain node SmartCenter_For_Good-Bank_._._Good-Bank
MDS Incomplete domain node SmartCenter_For_Small-Airplanes_._._Small-Airplanes
MDS Erase mds Management-Serverd, can't find any domain inside
MDS Erase mds Management-Server5, can't find any domain inside
Global FMGR/Palicy/"Simple_Global_Policy”
SmartCenter service group: MS-SQL, duplicated name as Fortinet predefined service -

q-F Goto Output

O Goto Tuning @' Goto Report
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Checking the results of your automatic conversion

To see a summary of the conversion, including objects that could not be automatically
converted (and therefore may require you to fine-tune or manually convert), click Go to Report.

o

= 2 @ | [ filey//CFortiC terOutput/Outp: tCenter/FMGRFWObject/report-fwobjecthtml WS
Checkpoint Provider-1 to % config firewsll address >
FoertiManager
Address edic 'mn_satauay-qfeo-ue.15.:1H
Demain | | SmarCenter . met subnet 172.16.11.1 255.3%5.3%
= Name Subnet/Range/FQDN 5 nens
, ) amman Gateway-ofeg-172,16.11.1 172.16.11.1/32 edit "Amman_Gateway-gfel-192.0.2.2
« Firewall Objects Amman_Gateway-afel-192,0.2.20 192.0.2.20/32 _‘::: subnet 192.0.3.20 255.255.255
Amman network 172.16.11.0/24 b
* Device List
Barhn Gatewar-oled-10.100.102,254 10.100.102.254/32 edit "Amman_network"
* Unconverted Bartn Gat -af&1-192.168.102.1 192.168.102.1/32 -‘::: subner 172.16.11.0 255.255.15
* Polcy Packages Berbn [0S 152.168.102.49/32
) Herin netwerk 192,168, 102.072% edit "Berlin_Cazeway-gfe0-10,100.1
Standard o set subner 10.100.103.254 255.255
Budapest Gatewav-hmed-172.16.12.1 172.16.12.1/32 next
+ star local Oudapest Gateway-ls0-192.168.12.1 162.168.12.1/32
) edit "Berlin_Gateway-gfel-132.162.
star local v3 Budapest network 172.16.12.0/24 sat subner 192.168.102.1 25,255 ..
Lhicado netowrk 192.168.133.0/24 next
Contractor Gateway-gfe0-10.70.61.2 10.70.61.2/32 ediz "Berlin_tns®
Contractor Gateway-gfel-192 166,105 192.168,10.54/32 set subnet 192.166.102.45 255.258
Comarate-mail-serves 17216.2.2/32 e
allas CvP 192.168.24.79/32 edit “Berlin_network™
ooz ovz 92,188 20,0020 ;:: subnet 192.16B.102.0 255.255..
Dallas Gateway comarehme0-192.0.2.253 192.0.2.253/32
Dallag Gateway ponmary-gfel-192, 168,130,253 192.168.130. edit "Budapest_Gateway-hme0=-172.1€
$2.168.130.259/32 set subnet 172.16.12.1 255.255.25
Dallas Gateway pomary-gle2-10.10,111.253 10.10.111.253/32 nmxt
Dallas Gateway pomarv.ofel-192.168.24.253 192.168.24.253/32 )
sdit "Budapest_Oateway-ls0-152.168
Lallas Gatewav pamare-gled-10.255.255.253 10.255.255.253/32 set subner 197.168.12.1 255.255.2
Lallas Gatewav secondary-hmed-192.0.2.284 192.0,2.254/32 next
Dallas Gatewav secondary-gfel-192.16§.130.254 192.168.130.254/32 sdit “Budapest_network®
Dalas Gateway secondary-ofe2-10.10.111.254 10.10.111.254/32 set submet 172.16.12.0 255.235.2%
Dallas Gateway dary-gf 168.24.254 1932.168.24.254/332 s
Dallas Gateway dary-gf 2552 10.355.355.253/32 mdit *ehisman sarawel® =
= - m v

FortiConverter will open the summary of the conversion in your web browser.
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Alternatively, begin fine-tuning, then click the Generate Report button. The configuration will be
generated according to your specifications while you were fine-tuning.

5°5 FortiCONVERTER v4.3

]

Goto home Goto help Exit (3] Back D [ Generate Report
FolicyTuing | MAT Tuning Conversion Log Global
SmartCenter
Policy Policy -
Standard Name From o Source Destination Senice Acion  SreN IPPooI I
star_local |
star local 3 » 0 1073T... any any ghatewayl_of Good—... ll; Authenticat...  accept
1 10737 any any all; all; Zlnifanted; deny
2 10000 any any world_internal net... World CheckPoints_ noise; deny
3 10001 any any Dallas_admin_netwo... World CheckPoints_. ANT: deny
4 1000z any any Dallas_admin netwo... World CheckPoints_. S3H; echor... accept v
5 100030 any any all; vip-192.0.2.89; =mip; accept
6 100034 any any all; wip-192.0.2. 70; smtp; accept
T 10003 any any all; Dallas_maill; Dall amip: accept
-
Firewall Objects | Address Group -
=-{@ Add . .
C ress Name MemberList PolicyRef.
FQDN A
Group b0 Amman_Gateway Amman_Gateway—qfe-172. 16.11. 1; Anman_Gateway—qfel-192.0. 2. 20; 4
Range 1 Berlin_Gateway Berlin Gateway—qfe0-10. 100, 102, 254; Berlin_Gatewayqfel-192. 168, 102. 1; q
i -8 Subnet H Budapest_Gateway Budspest_Gatewayhne0-1T2 16.12.1; Budapest_Gateway-1e0-192. 165.12.1; 4
47 Schedule
: . 3 Contractor_Gateway Contracter_Gateway—qfel-10.T0.81.2; Coniractor_Gateway—qfel-192. 165.10 54; 4
+--‘ Service
5% virtual IP 4 Dallas_Gatewsy primary Dallas Gateway primary-hme-192.0.2. 253, Dallas Gatewsy primsryqfel-182. 168, ... 4
1P Pocl S  Dallas Gateway_secondary Dallas Gateway secondary—hmeD-192.0.2 254; Dallas_Gateway_secondary—qfel-192 4
VIP 8  Dallas_Internsl¥ebServer Dallas_Tnternal¥ebServer—elx0-192. 165, 130. 123; 0
7 Dallas_Eadius Dallas_Radius-hme0-1TZ. 31,255 2; 0
8 HR_Web_Servers Dallas_Web_ServerZ: Dallas Web_Serwer: 0
El IDS_=ensors Berlin ID3; Dallas IDS; Dallas TD3 admin; Dellas IDS Rnll; Londen IDS; Paris I... 2 -

Fine-tuning

After FortiConverter has translated as many of your configuration objects as possible, you may

need to fine-tune remaining objects that could not be converted, or where you want to add or
change settings. Once complete, you can go to the output and exit FortiConverter.

Fine-tuning NAT conversion

NAT has been divided into categories: Source NAT, Destination NAT, Static NAT, Object NAT,
Double NAT, and NAT Rule.

Fortinet

30

FortiConverter™ 4.3 User Guide




Fortinet

= - 0 X
FortiCONVERTER v4.3
Goto home Goto help Exit [a)Back root 4 Generate Report
Policy Tuning | WAT Tuning Conversion Log
AT | Dynamic NAT
4 Real Interface Mapped Interface Real Address MappedAddress Comment =
0 inzide dmz obj-10.1.0.25 192.165.1.4 object network obj-10.1.0.25 ..
b e
H ingi| 1nside sutside obj-10. 1.0. 100 192. 168, 1.4 objest metwork ebj-10.1.0.100..
3 Interface portZ:
insi| jg | §a4/ess. oeg pus g | Tetside o0bj-10.1.0.155 192. 168. 1.4 object network obj-10.1.0. 155..
4 insige T outside 0bj-10.1.0.165 192, 168.1.4 object network obj-10.1.0. 165
5 inside outside obj-10.1.0.181 192, 168.1.4 sbject network obj-10.1.0. 181
5} inzide outside obj-10.1.0.183 192.165.1.4 object network obj-10.1.0.183..
T inside outside obj-10.1.0.200 192, 185.1.4 object network obj-10.1.0.200..
8 inzide outside obj=10.1.0.245 192.185.1.4 object network obj-10.1.0.245. .
3 inside outside o0bj-10.1.0. 248 192. 168. 1.4 object network obj-10.1.0.246. .
10 inside outside 0bj=10.1.0.0-01 192, 168.1.4 object network obj-10.1.0.0-0
i1 inside outside obj-10.3.0.0-01 192, 168.1.4 sbject network obj=10.3.0.0-0...
Palicy ( default ) -
4 Name From To Source Destination Service Action SrcNAT IPPool
23 1000M1 pori? portl ob3-10.1.0. 181; all: AN accept s ippoel-192. 168
24 100072 port? portl obj-10.1.0. 183; all: AN accept ] ipposl-132. 168
25 100073 port2 portl obi-10.1.10.200; all: T areept s ipponl-192. 165, ..
26 100074 portZ portl obj-10.1.0. 245; all: ANT: aceept o ippool-102. 165, ..
27 100075 portZ portl obj-10.1.0. 246, all; ANT; accept I ippool-19Z2. 165, .. I
28 100076 port2 portl obj-10.1.0.0-01; all; AN, aceept 7 ipposl-192. 1BG.... w
Note:

1. For a Juniper-ScreenOS configuration which already has NAT that is configured inside

a policy, it will be automatically converted. NAT fine-tuning is not required.

2. For some of the cases, where interfaces/addresses and service match completely, NAT
will be automatically merged into the policy.

(Polices with a number starting at 100000 are pure NAT policies which must be manually

merged, and always placed at the bottom, below all security policies.
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Deleting a line of the configuration

[ Goto home [ Goto help | [E3 Exit

Firewall Obje... «

(@ Address
FQDN
Group

e Range
.G Subnet
-7 Schedule

! Group
One-Time
Recurring
—t Service
| Group
ICMP
Protocol
TCPUDP
Sy Virtual IP
IP Pool
VIP

PolicyTuning

To delete a specific line, click the row’s index number, then press the Delete key. Only items
that are not referenced by any policy or group can be deleted.

g Generate Report

Network

R—

{3 Notes %

MNAT Tuning Conversion Log ..
0 -
Policy =
4 Name From To Source Destination Senice Action Sre IPPool
» 0 10000 Vlanll any 211, €11, AHY; accept |
1 10001 any ¥lan851 h-1300 87 4.98; h-131 189 98 82; UDF-5050; accept (]
2 10002 any ¥land51 h-130.87.4.98; k131 169 95 82, TCF-5050; accept O
3 10003 any ¥land51 n-213.157.9.0_24; h-131. 189. 198 210; AHY; accept 0
4 10004 any ¥land51 o213 157.9.0_24; h-131. 189. 198 220, AHT; accept O
5 10005 any ¥lanf51 n-131.169.5.0_24; h-131. 169,194, 43; SYSLAG; accept O
& 10006 any Y1anAS1 ¥IS-Client—dmz; WIS-Server—dmz; AN accept =
7 10007 any ¥land51 HIS-Client—dmz: WIS-Server-dmz; TCP-1-65535 accept (|
8 10008 any ¥land51 all; KERBEROS-Server—dmz;  ICP-SRC-10Z... accept O
= -
a4 1N . oE 11 iy . IMBatAnd-cE —
Address Subnet =
4 Mame IP MNetmask b 4 PolicyRef.
1 h-131. 189133, 125 131,189, 133, 125 255, 255, 295, 255 o
i
4 h-131. 189, 226, 31 131. 189, 226. 31 255,255, 255. 255 a
5 h-131. 189, 254, 241 131.189. 234, 241 £55. 255, 255. 255 o
B h-131 189,32, 196 131.169.32. 198 255, 255, 255, 255 o
T h-131. 189, 40,92 131, 169.40. 92 255. 255, 295, 255 0
& h-131 169 56 &1 131. 169.56. 61 255 255 255 255 1}
s Click to Enter a New Entry 0.0.0.0 £55. 255, 255. 255 i} -

Finding references to objects

Fortinet

32

The PolicyRef. column shows the number of polices that reference that firewall object. By
clicking the content, the specific numbers of policies will be shown in the policy table on the
top right. Objects cannot be deleted if they are referenced (and therefore required) by another
part of the configuration.
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Filtering rows to display only matching data

Every column with the [filter mark] can be filtered by a given option or custom expression.
Goto home Goto help Exit [ Generate Report
Firewall Obje... % | FolicyTaning MATTuning Conversion Log
=@ Address . -
Poli
FQDN 3
Group A Name From T Source Destination Service Action Srch IPPool
Range < wwuts| | Show all Lapo ay; FIPT1OL. 10D, D4, (T_1. RO accept
- Subnet .. 100015| | o I arfi 1 ko131 1635 106; A1; AN accapt " ippool-131.1
=-£7 Schedule ow nu
- 2. 100018 Labs all; wip-131. 188, 40, 142_ AN accept
Group Show not null
One-Time 2. 100017 a1l h-131.189.5,52; all; ANY; accept 7] ipposl-131.1
Custom...
Recurring vz 1ooopa| |2 ards1 all; wip-131 163 87 100_ AN accept
=l Senvice ... toooig |87 a1l 1131, 168. 40, §4; all; ANY: accept 7] ippesl-1311
IGCr:’Ingp 2 100020 | Wlanll ans1 cilils vip-131. 169,71, 174 _. ANY; accept
Protocol ... 1o002t| | Vians anl1 h-131 169 L 1T4: all; AN accept /| ipposl-131 1
TCPUDP 2. 100022 | \langsi Labs all; wip-131. 188, 5. B3_t. AN accept m
Virtual IP 2. 100023 it h-131. 169, 5. 142; all; ANY; accept 7] ipposl-13l1... w
1P Pool
VIP Address Subnet

Reordering columns

To reorder columns, drag and drop them into position
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Understanding your new
configuration

In order to understand your new configuration, familiarize yourself with equivalent commands
and differences.

Check Point differences

Fortinet

FortiGate’s set allowaccess command for interfaces does not exist on Check Point.
Since this setting is required on FortiGate, FortiConverter will by default enable all services
for interfaces.

The interface "Lead to Internet" is a default static route on FortiGate.

After converting the VPN configuration, the "Lead to Internet" interface will be referred to for
the VPN policy's destination interface.

If you used the wizard to change the default route's egress interface, you may need to
update the VPN/Policy configuration manually.

"by day in month" time schedules will be converted to FortiGate one-time schedules; "by
day in week" and "none" will be converted to a recurring schedules.

You must assign the year range for the Check Point "by day in month" time object. If the
day does not exist for a certain month, FortiConverter will not generate the schedule.

For example, if you configured the Check Point firewall’s "by day in month" time schedule
with the below parameters:

For each year

Month: Jan/Match/Sept.

Day: 1, 5, 31

Start and end time: 0:00 to 10:00

if you had used the FortiConverter wizard to assign year range value 1, and had got current
year value 2013 from local PC which run the wizard, the output for FortiGate one-time
schedules would be like this:

From 0:00 Jan/1/2013 To 10:00 Jan/1/2013

From 0:00 Jan/5/2013 To 10:00 Jan/5/2013

From 0:00 Jan/31/2013 To 10:00 Jan/31/2013
0:00 Match/1/2013 To 10:00 Match/1/2013
0:00 Match/5/2013 To 10:00 Match/5/2013

From

From
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From 0:00 Match/31/2013 To 10:00 Match/31/2013
From 0:00 Sept./1/2013 To 10:00 Sept./1/2013
From 0:00 Sept./5/2013 To 10:00 Sept./5/2013

Notice that Sept. 31 does not exist.

¢ Rule actions with "Client Auth" will be converted to FortiGate user-identity policy with the
“Accept” action.

o Static NAT for Check Point is a 1-to-1 IP relationship, but after converting to FortiGate NAT
policy, source NAT with an IP pool is not a 1-to-1 relationship.

e On Check Point, VPN is not configured within a firewall rule. When converting to FortiGate,
FortiConverter will generate several VPN policies from non-"Lead to Internet" interfaces to
the "Lead to Internet" (default route) interface.

Cisco I0S, PIX or ASA differences

e FortiGate’s set allowaccess command for interfaces does not exist on Cisco firewalls.
Since this setting is required on FortiGate, FortiConverter will by default enable all services
for interfaces

e Cisco object-group objects have two types of service definitions. Only service-
object items can be converted tino FortiGate services because FortiGate services have
both a source and destination port. By default, the other type of service object, defined by
port-object, is not converted. FortiConverter will generate FortiGate service objects from
a Cisco ACL's protocol and source/destination port.

¢ On Cisco IPSec VPNs, Phase 1 (ISAKMP) supports more than two types of authentication
methods. FortiGate supports only two types: pre-share and rsa-sig. Therefore you
must assign methods for each VPN connection. Cisco EZVPN configuration will be
converted to FortiGate VPN policies from the “Intranet” interface to the interface which was
assigned by the crypto map interface command.

o FortiConverter does not support Cisco ASA objects for NAT and double NAT.

e FortiConverter does not support Cisco wild card netmasks for access-1ist and object-
group objects.

e EZVPN conversion is not supported for Cisco 10S.

For example, crypto ipsec profile <profile-name> and
crypto isakmp profile <profile-name> are not supported.

Juniper ScreenOS or JunOS differences

¢ Interface names starting with "vlan" will be recognized as logical interfaces.

Fortinet 35 FortiConverter™ 4.3 User Guide



SonicWALL differences

Fortinet

On FortiGate ‘#’, ‘(" and ‘)’ are reserved special characters, and cannot be used in the
configuration without a preceding escape sequence. FortiConverter uses these characters
to replace them: ™, ‘[’ and ‘]’. For example, if you have an address book with name “SNWL
#1”, it will be translated to “SNWL *1”. If you have a service book with name "Citrix TCP
(Session Reliability)”, it will be translated to "Citrix TCP [Session Reliability]".

On FortiGate, address objects are IP addresses or FQDNs, not MAC addresses. As a result,
SonicWALL MAC addresses will not be migrated.

FortiConverter will generate two extra address book entries: “Any” and “_Address_Null”.
“Any” is added because it is a default address book in SonicWALL.

The reason for “_Address_Null” is that FortiGate address groups do not allow an empty
group without any members, so “_Address_Null” can only be referred to by empty address
groups.

Service book configuration:

If you have configured a service book/group on SonicWALL, but this is predefined on
FortiGate (such as HTTP port 80, HTTPS port 443, etc.), then the object would conflict, and
therefore will not be generated.

Schedule configuration:

SonicWall schedule group configuration has a little difference with FortiGate schedule
group; SonicWall schedule group can contain only one “onetime” schedule and multiple
“recur” schedule. The “onetime” schedule is an implicit object which can be embedded to
the schedule group. But FortiGate cannot support this implicit attribution, every object
(onetime or recur) which can be referred by schedule group need to be defined explicitly.
This difference leads to some auto-generated “onetime” schedule appeared in the
configuration text file.

FortiGate time schedule configuration cannot support “24:00” (equal to the next day’s
00:00), when convert SonicWall recur time schedule like “M 00:00 to 24:00”, we need to set
the end time with “00:00”. For FortiGate recur time schedule, “00:00” equals to “24:00”, so
it’s just a display problem.

Local User and User Group:

Because we cannot convert local user’s cipher password string, so we set the users
initiated password “123456”.

Nested user group is not supported. For example, there are two groups with the name
group1 and group2, group1 belong to group2. SonicWall user group can support this
nested group configuration, but FortiGate’s user group cannot support this feature. By
deault, we remove the nested configuration.
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Route configuration:

We don’t support tunnel route now (static route with the next hop tunnel interface), because
the whole VPN configuration is not supported within this version, not to mention tunnel
interface objects.

Auto generated routes like connected route and host route are also not converted.

NAT policy configuration:

NAT policy configuration constraint.

e Because FortiGate configure NAT rules within policy module, each SonciWall NAT rule
will be auto generated to one policy entry. If the NAT status is enabled, then the policy
status also set to enabled, and vice versa. NAT generated policies ID starts from 10001.
Normal policy rules starts from 0.

e For source NAT, we will create a new IP pool object for FortiGate policy’s source
address.

For example, SonicWall source NAT policy like below.

Tran

OrgDest Tran Dest Org Serv Tran Serv

All Interface IP X2 IP Any Original Any Original

After converting to FortiGate configuration, a new IP pool object with name “ippool_X2 IP”
will be created, we just add a prefix “ippool_" before translated source address book “X2
IP”.

e For destination NAT, we will create a new VIP object for FortiGate policy’s destination
address.

For example, SonicWALL'’s destination NAT policy like below.

Org Src Tran Src  Org Dest Tran Dest Org Serv Tran Serv
LAN Original WoW Static X0 IP SSLVPN Original
Subnets IP

After converting to FortiGate configuration, a new VIP object with name “vip_XO0 IP” will be
created, we just add a prefix “vip_” before translated destination address book “X0 IP”.

If destination NAT only remapped port number, then the translated destination address
would be “original”. In this case, the new create VIP object will refer to the translated
service object’s name.
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e There is a constraint for destination NAT configuration, FortiGate destination NAT only
support VIP and VIP group. FortiGate VIP object requires strict 1-to-1 map between the
external IP/Port and the mapped IP/Port. But as | know, SonicWall doesn’t have this
constraint for destination NAT.

For example, SonicWall source and destination NAT policy like below.

Tran Src Org Dest Tran Dest Org Serv Tran Serv

test_1112_grp | test_11_gw | test_12_gw test_1211_grp | Echo Original

This policy will translate IP packet’s destination address, from address book “test_12_gw”
to address group “test_1211_grp”. Address book “test_12_gw” only contain one IP
address, but address group “test_1211_grp” contain two address members “test_11_gw”
and “test_12_gw”. The result is we can’t convert this NAT policy configuration to FortiGate
policy configuration. This NAT policy will be ignored by converter because we don’t know
how to translate it.

e Another case:

Org Src Tran Src Org Dest Tran Dest Org Serv  Tran Serv

test_11_gw | test_12_gw | test_1112_grp | test_1211_grp | Echo Original

This policy will translate IP packet’s destination address, from address group
“test_1112_grp” to address group “test_1211_grp”. Assume that the address group
“test_1112_grp” contains only one member “test_11_host”, address group “test_1211_grp”
contains two address members “test_11_gw” and “test_12_gw”, then the problem is we
cannot generate VIP objects correctly because of the VIP mapping constraint.

VIP mapping should be like this:

Extip mapped ip
Test_1112_grp Test_1211_grp
One IP address: Two IP address:

2.2.2.2and 3.3.3.3

We cannot generate this VIP mapping object, because the “ext ip” and the “mapped ip” is
not a 1-to-1 mapping.
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